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What 1s SSH? O

e Secure Shell or SSH is network
protocol that allowg. data to be
exchangeéd using a jgSegure channel
between ftwo netw@ik€d devices.

e SSH was
for Telne
remote s
informa
plaintex
susceg

osiga€d Mls a replacement

D ‘jfir insecure
which send

dtably passwords, 1n

rendering them

e to packet analysis.

e standard TCP port 22 has been
=y o oggigned for cemtacting SSHISErVeETSIT]
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Why SSH 1s Secure? OB

e The encryption used b
confidentiality and
insecure n

SH provides
Hegrity of data
k, such as the
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SSH Uses O

e For login to a shellf
host (replacing Tel¥ne

ting a g
st ( 9/

e For cop¥il s from a local
server toTec f;?fe host. See SCP,
as an ' ve for rcp

a remote
and rlogin)

e FOr exed
remote

§le command on a
:ng rsh)

In combi with SFTP, as a

secum@®a lternative to FTP file
sfer
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SSH Uses

e In combination with‘ﬁ ync to
backup, lcopy and m¥rgbr files
efficiently andely

e For foi dinggC unneling a port

(not to\ kb g eoded with a VPN) .

e FOor usingre :f({i—fledged
encrypted VBN. Note that only
OpenSSH ver and client supports
this UK

ocHaaArtT Adrian Puente Z. B e
. : '- www.hackarandas.com | .., B aran as
securityservices | apuente atjackarandas dot com




0]
SSH Uses O

e For forwarding X from @ remote host
(possible through iple
intermediate hos

e For bra
encrypcec
clients
protocol.

1ing 2b through an
a#fr onnection with SSH
;p4}t the SOCKS

e F'Or secu
on a

ounting a directory
server as a filesystem
computer using SSHFS.

-

OCc

@
5 H 4 r" l Adrian Puente Z.
. . www.hackarandas.com
Securityservices | apuente atﬁackarandas dot com




Event Sequence of a ©089

Connectic

e« An asymmetric cryptogr¥aphic handshake
is made so that the dlent can verify
that it 1s communige g with the
correct sgrver.

- Y

e The publit
determi

e The symmetric ”i'ption algorithm 1is
determinec '4’///
The mess; authentication algorithm 1is

gete

;E?ion algorithm 1is

10

ash algorithm to be used is
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Event Sequence of a ®089
Connectic

4

« The transport layer @ffthe connection
between cllient and gée@ote host 1is
encryptedifusing g -A'Ietric cipher.

e The clie ~ ofigfficates itself to

the serve

't can now interact
t’,remote host over the
ection.

e The remqte'
safely with
encrypte

J1
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Maintailning Security

2, the server
he client
gey. If the
mmunicated with
rver before, the
Jlﬁﬁoe accepted after
led and verifies

;/;f the new host key.

e During the key exchse
identifies itself
with a dnique ho

client hBs neve

this part™
server's, ke
the user
the accep
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Maintailning Security

e« After an i1nitial key eXchange
creates la hash val 1sed for
exchangg@s and a ged secret

value, the two ems 1mmediately
begin ca gf new keys and
algorithms Otect

authenti // future data sent
over the J/%lOn.

A,
i
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Maintailning Security

e After a certain amo
been transmitted usg
and alg@rithm (t

't of data has
J a given key
gXact amount

depends n the § plementation),
anothe - ;&??ea occurs, which

genera aneth 7/@et of hash
2w shared secret

values and a
value.
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Happy Thoughts

e Even 1f an attacker able to
determine the hash shared
secret value, thig Iformation

would useful £ogfonly a limited
period ok ti //’

»

D C

-
-

_—

SHart
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¢Is SSH Invincible?

e Oh No! We are doomey

._

securityservj
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What Hackers Do Ot

e Attt the
i'g"mentation not
ngf algorithm.

r
r

eak the chain 1in
the weakest link.

| @R ¢+ Social Enginnering.

e Exploit bad
configuration.
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Stealing Credentials

e Pros:

-

e You get the user & p; ord in cleartext.
e Cons:
tey authentication.

traffic (ARP

e Doesn't

e Noisy,

Poisoninc jﬁ

e Can cause 20" the server/user.
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What You Neec

e« ARP Poisoning MITM

e Ettercap, arpspoof # dgsspoof
t f

e Kippo Hpneypot pa0Oye

e A user
culture

e A lOot O

U of security
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Recipe
e Get Kippo

e Download it from

' A

http:4/code.google o/kippo/

=n/Ubunt4/; ’
LtudegMnst@®l 1l python-twisted

e On Deb

sudc

e Run it -
.X.tar.gz

F'gZ
dist kippo.cfg

tage 2
cd”"
cp kipp
./ S

(as normal user)

SHart
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Recipe

22
addr, fork, su=nobody

e Make 1t available on

oOLr

socat TCP-LISTEN:22,
TCP:myipaddr:2222

o1 2222 #or

REROUTING -i IN_IFACE -p
REDIRECT --to-port 2222

arface -t gateway victim

e DNS Spoo

> > hostfile

LS

eC ¢
dnsspoof -1 interface -f hostfile
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some new

In the Victim Box
e User get a prompt abgu
SSH key

e 99.999999% accept
defaulth§ and log

S new key by

s

PuTTY Security Alert E3

The server's host key is not cached in the registry, Yiou
! hawve no guarantee that the server is the computer wou

Ehink. it is.

The server's rsa key fingerprint is:

2045 Oc:23:34:16:90;94 4d: ab: 7d:458:05:12: 72:e0:08: ac

If wou krusk this haost, hik Yes to add the key ko

PuTTY's cache and carry on connecking.

If wou want ko carry on connecking jusk once, withouk

adding the key to the cache, hik Mo,

IF wiou do nok krusk this hosk, hik Cancel to abandon the

conneckion,

.................................
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SUCCESS!!

00t123] failed
valavida2000]

e login attempt [root/

e login attempt
failed

e login

atBemp t /mygodchOks ]
failed ~
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Security Tips for Servéfma
» Config file /etc/ssh/sghd config

e Just protocol 2
Proto@ol 2

. Use better a
norma alate with sudo

satening banner
1“‘W.ue - HIST
lege separation

egeSeparatlon yes
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Security Tips for Serv

e Allow only the needed users

AllowUsers ruperto gqQdi

e Idle Log

Ne Z

¢ Timeout

e Config
Interval

Clie: Livel . 3fb
Clie

Disab

A

Ign -

Use Log
L.c
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Security Tips for Servé@%“H

scure home
permissions

e« Prevent the use of
directory and key

StrictModes yes

ally

OYWc ! no

« DO you :gdrt forwarding?

AllowT
X11Forwe

/ ler password
1on 1s allowed.

JordAuthentication no
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Security Tips for Use
(ssh commandline)

don't connect.

Stri cking yes

om
13
» /

ne a key per server

e YOUu Ccan o

Ide ile ~/.ssh/myserver dsa

ocHaaArtT Adrian Puente Z. B 2rY ananfdac
: : www.hackarandas.com aran as
SeCUPItySEPVICES

apuente a%ckarandas dot com



Security Tips for Usefx
(ssh commandline)

ver's alias,
> to avoid
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Security Tips for Use
(ssh commandline)

e Be carefull with thisfkind of alerts.
Always verify the f rprint. If not

sure, domf't conne
noplace /

ont

o
-

-=:)> ssh

The aut
(10.34.3

 ;gt 'noplace.com
- be established.

nt is
7£:8f:41:41:ee:3e:f4:8e:37:ed

™
@

RSA key:finge-
63:b1:34:9¢c:(
:34.

Are dre you want to continue connecting

o)?2
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Security Tips for Use
(Putty)
e Always use Protocol ‘

ﬂ PuTTY Configuration Ed
Categony:
- K.evboard ;I | Optiong controling 55H connections |
-~ Bell — Data to zend to the server
- Featuresz Remot i
5 Window Remote command:
- Appearance I
- Behaviour i
. — Protocol optionz
- Tranglation
- Selection [ Don't start a shell or command at all
- Colours [ Enable compression
[=]- Connection Preferred SSH protocal wersion:
- Data T oy 1 o2 * 2oy
- Prowy — Encryption optionz
- Telnet WP F

Encivption cipher zelection policy:
AES [S5H-2 anly]

e I
- Ath - warn below here - D
~TTY Arcfour (S5H-2 only) =2
T DES
- Tunnels [™ Enable legacy uze of single-DES in S5H-2
Bugs (.

- Senal hadl

Abont | Help Open Cancel

Adrian P Z. bl B} [ ppp——
e HATY ranias
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Security Tips for Uselos®

e Be carefull with thi

alerts. |Always ver¥t
fingerpgint. If
connect.

PuTTY Securltr A.Ierl:

ind of
the
ure, don't

hawe no guarantes that the server is the computer wou
think, it is.

The server's rsa key fingerprint is:

2048 0c:23:34:16:90:94: 4d: ab: 7di48:05:1 2: 72 :20:05: ac
If wau trusk this hast, hit Yes to add the key ko

PUTTY's cache and carry on connecking.

If wau wank ko carry on connecting just once, withouk
adding the ke ta the cache, hik Ma,

If wou do nok trust this hosk, hik Cancel to abandon the
connection.

"'-, The server's hosk key is nok cached in the registry, ¥ou
L

................................
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Security Tips fo Useﬂ@‘”H

oo

toO use
tication.

e Tn both cases is be
public Keys for aut

e In ultraWgarg@idfmode you can use
a key f@r ec gerver you connect.

) automate som tasks as
ommands.

e Using ke
backups
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Create a SSH Key
(Putty)

e Install PuTTY, P
Pageant §On The Wj

gen, And
System

?g.eenend.org.uk/~sgt
11oad.html

4

SHMart
securityservices |
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Create a SSH Key [©080
(Putty)
e Generate A Private/ ic Key Pair

with PuTTYgen.

= PuTTY Key Generator x|
File Key Conversions Help
~ Key
) Mo key.
. — Actions
Generate a public/private key pair | Generate I
Load an existing private key file Load |
Save the generated key Save public key | Save private key |
— Parameters
Type of key to generate:
i 55H-1 (R54) ¥ 55H-Z ASA i~ 55H-2 DSA
4 Mumber of bits in a generated key: I'I{I'Z-i

e

Adrian Puente Z.
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Create a SSH Key @089
(Putty
e Save pulilic and pri ; key

o PuTTY Key Generator

File Key Conversions Help

~ Key
Public: key for pasting inta Open55H authorzed _keys file:

szh-sa LI
AAAABINzaClycZEAAAABIQAAAIEAR URfze LedqgO VIV +dwhP /UsALm FEPTQACGOB

ddesab FForlkSDdpbriOWCCKSERF 3R 3Ln YEAFUTJdVs Ly 2G40ktGEUguR T DdxAM
ASw-=bCGVELD UvRIMhoxY 22 ZWRUM1ZPVIQNCZOIrRrzLaSwh U 0z MUY ES| Zu8Zudn

Fhds= myname @example com ;I
Kery fingermrint : Issh-rsa 1024 4c:26:81:d6:5b:d3: Ve 2b: 1e:5e f3f9:cf d5:36ec

Key comment: Irrr'_mame @example.com

Key passphrase: quuu

Confirm passphrase: quu"

— Actions
Generate a public/private key pair Generate

Load an existing private key file Load |
Save private key |

Save the generated key

— Parameters

Type of key to generate:
" 55H-1 (RSA) (& S5H-2 RSA " S5H-2 DSA

Mumber of bits in a generated key: I'I{I'Z-l
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Create a SSH Key @089

(Putty)
e Prepare the public
/

Y F r Om t i S B public - WordPad M=l

File Edit Wiew Insert Format Help

D& Sz s 0 Ea]

—-——— BEGIN S33HZ2 PUBLIC KEY ———-— =
Comtrent: "rsa-key-20100514'
AAAABSNzaClyczEAAAABJQAAAIBqsququnYuFPSGMUTDfEBrru?UiHBCOAuhEﬂ
SvgMeTTo+dw2 K9S /el yLEvSgqBiNod 4K isans 0o Thod rdot COoEnSdQTIOEHA
FijLeaDT+ux 16X EHgEqop7ha IVENPLOvhy f ChEWUKe QP Caaxat3Qf Ly / RX0OR3 10
AURICO==

—-——— END 53HZ PUBLIC EEY ———— —

hd

For Help, press F1 I_ v

L}
. To this P 7
o

% untitled - Notepad M=l E3
File Edit Format Wiew Help
ssh-rsa a

AAAABINZACly C2EAAAAEICAAATBOS soBUGHoYwFP3GWUTOTERr UV /BCoAUhE /BugMzy T o+ w2 KED /s Lyl Sgge
TMo34KAS ansOCYhgd wdETCOcRUSdOwWIoTHE
] LB DT+wxlxAg=EHOEqQoph2 LvtMPLOvhr ACnEwlk eqPCaaxad3aflr AA=0R3 104Uk ICO== wazup@noplace. com

[

a [key] wazup@noplace.com
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Create a SSH Key
(Putty)

The Server
00 ~/.ssh

e Save The Public Kevf O

mkdir .ssh ; chpoe

7

vi ~/.s /auth
Copyjth8 ;

eys

lic key in one line.

ﬁ: thorized keys
/s |

if# ’

chmod

SHMart
securityservices |
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Create a SSH Key
(Putty

* Load the key

_l PuTTY Configuration EI
Cateqaory:
=- S,assjun |- | Options controlling S5H authentication |
T I_.Dglgmg — Authentication methods
o ?T'-l.:?fbnard [ Attempt TIS or CryptoCard auth (SSH-1)
- Bell ¥ Attempt “keyboard-nteractive” auth (S5H-2)
Features — Authentication parameters
= wf?jqzweamnce ™ Allow agent forwarding
BeEa'u'iuur [~ Allow attempted changes of usemame in S5H-2
- Translation Private key file for authentication:
- Selection Iy_km‘pﬁvate_key_ﬁl1EE.G.1H'D.ppk Browse. . |
- Colours
= Connection
- Data
- Proxy
- Telnet
- Rlogin
[=-55H
- Auth
X1
- Tunnels ;I
Open Cancel |
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Create a SSH Key @089
(Putty)
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Create a SSH Key [©080
(SSH Commandline)

e Create the configuratibn directory
/.ssh

mkdir

e Create thhe key

ssh-keyoln - so f
« Copy theypulb r,j, to the server

ssh user@se: | kdir ~/.ssh

scp 1d rsaes ~J-server:~/.ssh/authorized_keys

Logln

erf@@server.com

-y ll
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Diferences Between @089
Authentications

e The password doesn'
throught the netwo
compute

avel
stays 1n your

e YOU au
key th
pPassSwor

ith an asymmetric
ger than any

e As an ..u'.:d/wen you disables an
account /r. to delete his

oublig W, otherwise the disabled
’ will login with the key.
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References

e http://en.wikipedia org/wiki/Secure

Shell

e http:// .redhay /docs/manuals/
linux/RHN-9-Mg@éd W/ ref-guide/sl-
ssh-conn.1 ¢

om.com/2010/04/captu

e http://pé J
credential.html

ring-ssh-

http://wuecyberciti.biz/tips/linux
' Sd-openssh-server-best-
ices.html
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References

e http:// .howtoforge
ased logins putty

om/ssh key b
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